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Requirements and recommendations

Remote access availability at the beamlines

Currently the remote access is only available at the Xaloc beamline (BL13), although we
expect to extend it to other beamlines in the future.

As a first step, you should ask your local contact at the beamline if you wish to schedule a
remote access session. He will inform you about the procedures to follow and any possible
safety issues. In case of approval, your access will be enabled for the agreed date.

Hardware requirements

It is recommended you use at least one high resolution monitor (1920x1200, 24" or
bigger). The Xaloc beamline workstation uses 3 monitors so ideally you would use 2 or 3 to
minimize the amount of horizontal scrolling required for operating the different GUIs.

As for the PC, the NX software is designed to work on computers with minimal hardware
resources. Any relatively modern PC (less than 5 years old) should be more than enough, the
NX recommendation is at least an Intel Core 2 Duo with 512MB of RAM.

Internet connection

Only a residential Internet connection (ADSL/Fibre/Cable) with basic speed is required.
During our tests, we were able to successfully operate the beamline at good speed even while
using the lowest speed ADSL connection available in Spain (Movistar ADSL Basico with 8
Mbps download and 300 Kbps upload.)



Configuring the Nomachine Enterprise
client in your PC

Install the NoMachine Enterprise Client in your PC
Download the NoMachine Enterprise Client for your OS from the NoMachine website.

There are clients available for Windows, Mac OS X and Linux:

https://www.nomachine.com/download-enterprise#NoMachine-Enterprise-Client

v HoMachine Enterprise Client

& MeMachine Enterprise Client for wind cws

— X MeMachine Enterprise Client for Mac 05 X

X MoMachine Enterprise Client for Linux

E Learn more

Installation of the software should be pretty straightforward, just follow their instructions.

Summary of configuration parameters for Nomachine Enterprise Client

Protocol: NX

Host: remotenx.cells.es

Port: 8080

Use UDP communication for multimedia data: No, leave unchecked
Authentication method: Password

Use HTTP Proxy: Don't use a proxy

Connection name: ALBA remote access

The following pages explain how to configure the client step by step.


https://www.nomachine.com/download-enterprise#NoMachine-Enterprise-Client

Step-by-step configuration of the NoMachine Enterprise Client

1. Start the software and create a new connection:

[l MoMachine IEI
Recent connections NOMACHINE

BEE View  GF Sort Q, Find a user or a desktop &2 Open _ O Settings
‘) Mo camputers were found on your local network, £ Search again

<Click here to create a connection »

2. Choose NX as the protocol:

m Kahdachine EI
New connection NOMACHINE

Host Authentication Broney Save as

Select the protocol to use to connect to the remote computer,

% prmro

All protocols use arvptography to protect your communication. NK is the native protocol wsed by Mobachine and is
optimized for multimedia data, S5H i an industry standard for socessing computing resources from external network s,

3. Choose the following parameters:

e Host: remotenx.cells.es




e Port: 8080
e Uncheck the "Use UDP communication for multimedia data".

m Hohdachine E [
New connection NOMACHINE

Protocol Austhentication > Proy Save as

Insert the hostname or [P and port where you want to connect.

AR H.—,.; Part { 2080
L]

The port was chosen automatically based on the default for the protocol. If the remote computer was configured to
listen on a different port, please insert it abowe,

@se UDP communication for rmultimedia data




4, Choose "Password" authentication:

E=NEOR =
NOMACHINE

m Mabdachine
New connection

Praxy Save a3

Protocol Authentication

Choose which authentication method you want to use,

@ Password

Use password authentication,

) Private key
Use key-based authentication with a key you provide.

ha Eo

wl

O ) Kerberos
e Use Kerberos ticket-based authentication.

5. Choose "Don't use a proxy" (unless your institution requires a proxy to access the
Internet):

() NoMachine ol E )]

New connection NOMACHINE

Use a HTTP proxy for the network connection.

© Don'tuse 3 proxy

Choose this if y are connecting to a computer on your same LAN or if you are on a residential broadband

0 < :
_ _ ) Connect using 3 HTTP proxy
— =3 Use 3 proxy if you are connecting to a computer outside your LAN from a corporate network where external
access |s protected by a firewall,

6. Finally choose a name for your connection, i.e: ALBA remote access:



m Hahdachine EI
New connection NOMALCHINE

Protocal , Authentication

Give 3 narne to your connection. Your settings will be saved with this name,

[7] Create a link on the desktop

7. Your Nomachine Enterprise client is now configured and the NX connection to ALBA is
ready to be used.

m Nobdachine E|ﬁ|E
Recent connections NOMACHINE
B View  GF Sort Q, Find a user or a desktop [ Mew G5 Open _ O Settings

2

ALBA remote access,
Lire @ NX

Configuring the connection to the beamline
desktop PC



Establish a connection to the beamline desktop PC

1. Start the NoMachine Enterprise Client software on your PC. Click on ALBA remote access
to select this connection and then click the Connect button to continue:

m Hohdachine EI
Recent connections NOMADCHINE
BEE Wiew @‘,‘ Sort Q, Find a user or a desktop & Mew _'_-‘ Open D./ Edit o Setkings

@

ALBA remote access,
Liruee © MNX




2. On the very first time you use this connection, you will get a prompt for verifying the host
authenticity. You can simply click Yes to continue.

[l MaMachine - ALBA remate access El
Verify host authenticity NOMACHINE

The authenticity of host rermotenxcells,es: 8080, 84,80, 245.11:8080, can't be established. The certificate fingerprint is:
TDCEZES3 OF 4B 3413 A1 47 CC 82 F1 CC EB 5B B3 97 CC 3B. Are you sure you want to continue connecting?

From now on the software will recognize this host fingerprint and you will no longer get the
prompt above.



3. Now you should authenticate with your username and password.

Typically, these credentials are provided to you the first time you visit ALBA for an
experiment, with the recommendation to set your own password as well. They are the same
credentials used to remotely download your experiment data using SFTP.

If you don't remember the username or password, please ask your local contact at the
beamline.

[ MoMachine - ALBA remate access . IEI
ALBA remote access NOMACHINE

Please type your username and password to login,

L Password m

[7] Sawe this password in the connection file



https://intranet.cells.es/Intranet/Help/BeamlinesHelp/sftp/index_html

4. Now, you should get a screen listing the available Physical displays.

If you don't see any available desktop and instead get a message stating "No available
sessions”, you should change from My desktops to All desktops at the top-right of the screen:

Nohdachine - ALBA remote access EI
ALBA remote access NOMALCHINE

B View | mS Sort Q@ Find a user ora desktop O My desktops

v 2 My desktops

} :.: All desktops
- Mo available sessions )

Now you should be able to locate the Physical display of the beamline PC and connect to it:

m Mokdachine - ALBA remote access EI@
ALBA remote access NOMACHINE
B View =5 Sort | Q Findaserver | bé Al servers

¥ALOC-pcbl1305, EDE,
opensUSE 12,1
(xB6_54)

([ Comneas )




5. After initiating the connection to the Physical display, you will have to wait for the local
user running the beamline PC to authorize your connection to join the existing desktop
session:

[ NoMachine - ALBA remote access =

N2

Waiting for the desktop user to authorize your connection




6. Once the current beamline user authorizes the connection, you will be shown the desktop
of the beamline PC.

But on the first connection, you will also get a brief tutorial about how the software works,
just click on OK:

After the tutorial ends, you will get a full view of the desktop in the beamline PC.



7. In case you only see one of the three monitors in the beamline, you should adjust the NX
Display settings.

First of all type the keyboard shortcut CTRL+ALT+0 (number zero) to bring up the NX
settings screen, then click on Display:

ALBA remote desktop NOMACHINE

ik o the items below or chck Done 89 cioa the menc pacel

. B e & H O
Tnput Devces hudo Micin Facordng Connecton

«Chck here 19 connect a device>

................ O E U % & me @

Next go to Change Monitor:

Display

Chck on the dems below o (it Done 9 (ota the men panel

= = = - %)
Change morace N10 mndow  Resaeremote Fullsoreen Fullscreen on ol konae Change semngs
. ps

<Clhck here to connect & device>

................ LIRS WY @

And finally choose ALL to display all remote monitors in your PC:




Display NOMACHINE

Chck o th iems below 10 change the Cumnt moniice

In case you have multiple monitors, you should also enable the option Fullscreen on all screens in the
Display menu:

Display NOMACHINE

Click on the items below or click Done to close the menu panel

o

Change monitor ~ Fit to window

<Click here to connect a device>

Troubleshooting and frequently asked
questions



I don't remember my username or password

Your username is the "u" letter plus the <proposalid>, i.e: u2014XXXXXX.

An initial password is typically provided to you the first time you visit ALBA for an
experiment, with the recommendation to set your own password as well. If you don't

remember the password or need to change it, you can ask your local contact to reset it for
you.

I get the error "No available sessions" after entering my user and password

If you don't see any available desktop and instead get a message stating “No available
sessions”, you should change from My desktops to All desktops at the top-right of the screen:

{1 MoMachine - ALBA ramote access IEI
ALBA remote access NOMACHINE
BE View =5 Sort | Q@ Find auser ora desktop
o D My desktops

iy
\/ﬁ a Al desktops
Mo available sessions :

Now you should be able to locate the Physical display of the beamline PC and connect to it:



m Mokdachine - ALBA remote access EI@
ALEA remote access NOMACHINE

EEE View =5 Sort Q Findaserver l W 201 servers

¥ALOC-pcbl1305, EDE,
opensUSE 12,1
(xB6_64)

@ fr—rTeT— i rm—

CLOUD SERWVER

How do I access the NX settings (display, keyboard, etc...) menu?

Once the remote session to your desktop is open and running, to access the Menu Panel, enter
the key combination Ctrl+Alt+0 (Ctrl+Alt+zero) or move your cursor to the page-peel in the
top right-hand corner of the window

You can also check this Nomachine article describing all the available NX settings in detail .

I can only see one of the remote monitors in the beamline

In case you can only see one of the three monitors in the beamline, you should adjust the NX
Display settings.

First of all type the keyboard shortcut CTRL+ALT+0 (CTRL+ALT+zero) to bring up the NX
settings screen, then click on Display:


https://www.nomachine.com/DT10K00060

Next go to Change Monitor:

ek o the dems below e cick Done 89 clote

«Clck here to connect » device>

And finally choose ALL to display all the remote monitors in your PC:



Display NOMACHINE

Chck o th iems below 10 change the Cumnt moniice

................ oE L %S me e

Once you have configured the view of the three monitors, you can easily switch between
them by scrolling horizontally to the edge of the screen.

I have multiple monitors at my PC, how can I use them all for the remote sessions?
In case you have multiple monitors, you should enable the option Fullscreen on all screens in the

Display menu:

Display NOMACHINE

Click on the items below or click Done to close the menu panel

B B =

Change monitor  Fitto window  Resize remote  Fullscres
screen

<Click here to connect a device>

EEEEEEEEEEEEEEEE o B oK e m e 9




I have multiple monitors at my Mac, but the NoMachine session can only use one of them.

In some computers running Mac OS X, an application window can only use a single monitor
by default. This is related to a specific Spaces configuration that you can rearrange following
these:

First go to System Preferences / Mission Control

. y o

General Desktop & Dock Mission Language Security
Screen Saver Control & Region & Privacy

You’ll see an option “Displays have separate Spaces” which is checked by default:

[ Mission Control gives you an overview of all your
Ll screen applications, and Dashboard, all arranged

v Automatically rearrange Spaces based on most recent
v When switching to an application, switch to a Space w
v | Group windows by application

v Displays have separate Spaces Require

A

Dashboard: As Overlay <

You should uncheck this option and leave it like this:

=" Mission Control gives you an overview of all
L screen applications, and Dashboard, all arrai

v Automatically rearrange Spaces based on most r
v When switching to an application, switch to a Sp
v Group windows by application

Displays have separate Spaces

A

Dashboard: As Overlay <

Then proceed to log out and log back in, and you should now be able to use all your local
monitors in Nomachine.



When trying to connect I get the error "Please upgrade your NoMachine installation to
version 6 or later and retry”

In the summer of 2018 we have upgraded the NoMachine server, which now requires the
clients to be version 6 or later.

Please download the latest version of the NoMachine Enterprise Client for your OS from the
NoMachine website and upgrade it:

https://www.nomachine.com/download-enterprise#NoMachine-Enterprise-Client

i v MNoMachine Enterprise Client

X NeMachine Enterprise Client for Wind ows
X MNeMachine Enterprise Client for Mac 05 X

& MeMachine Enterprise Client for Linux

E Learn more

Installation of the software should be pretty straightforward, just follow the onscreen
instructions.


https://www.nomachine.com/download-enterprise#NoMachine-Enterprise-Client

